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Abstract

Fraud detection in e-commerce financial transactions has become increasingly vital as online shopping
and digital payments expand. This paper proposes leveraging cloud-based machine learning techniques to enhance
fraud detection systems in e-commerce. The traditional fraud detection methods, such as rule-based systems, face
limitations in detecting new fraud patterns, resulting in significant financial losses. Machine learning, particularly
when combined with cloud computing, offers scalable solutions to process large datasets in real-time and adapt to
evolving fraud tactics. The proposed solution utilizes the Online Payments Fraud Detection dataset, applying Min-
Max normalization for data preprocessing and AWS Lambda and S3 for real-time fraud detection. A hybrid fraud
detection model is introduced, combining XGBoost for structured data classification and Autoencoders for
anomaly detection. This integration improves the accuracy of detecting fraudulent transactions by utilizing both
predictive and anomaly-based approaches. The system's performance is evaluated by exploring the impact of batch
size on inference time, revealing that larger batch sizes enhance processing efficiency due to better parallelism.
Despite some gaps in data, the results indicate that cloud-based machine learning solutions can significantly
improve fraud detection accuracy while reducing false positives. The approach also ensures scalability and real-
time processing, essential for the high-volume, fast-paced nature of e-commerce transactions. The paper discusses
the technical and practical implications of implementing this solution and outlines potential future improvements.

Keywords: Cloud Computing, Machine Learning, Fraud Detection, E-Commerce, Gradient Boosting,
Autoencoders.

1. Introduction

Fraud detection in e-commerce financial transactions has become a critical challenge as online shopping
grows exponentially [1]. With the rise of digital payments, fraudsters continuously develop new methods to exploit
vulnerabilities in e-commerce systems [2]. To address this, machine learning techniques, particularly cloud-based
solutions, are being leveraged to detect and prevent fraudulent activities, enhancing the security and
trustworthiness of online platforms[3]. The primary causes of fraud in e-commerce transactions stem from the
increased sophistication of fraudsters who use stolen payment details, identity theft, and phishing schemes to
conduct illicit transactions [4]. E-commerce platforms often struggle with identifying these malicious activities
due to the high volume of transactions and the rapid evolution of fraud tactics [5]. Traditional methods of fraud
detection, such as rule-based systems, are not always effective in identifying new or subtle fraud patterns, which
leads to significant losses for businesses and customers alike [6].

The major problem in fraud detection for e-commerce financial transactions is the inability to accurately
and efficiently detect fraudulent activities amidst legitimate transactions [7]. Traditional fraud detection systems
often produce high false positive rates and fail to adapt to evolving fraudulent techniques [8]. Moreover, the
processing power required to analyze large datasets in real-time can overwhelm on-premise systems, causing
delays and inefficiencies [9]. This creates a significant gap in providing fast and reliable fraud detection, especially
in a dynamic and high-volume environment like e-commerce [10].

To overcome the aforementioned issues, the proposed solution involves the use of cloud-based machine
learning techniques. Cloud computing provides the scalability and computational power needed to process large
volumes of transaction data in real-time. By implementing machine learning algorithms in the cloud, e-commerce
platforms can harness advanced models that automatically adapt to new fraud patterns, reducing false positives
and detecting fraudulent transactions with higher accuracy. This approach not only improves efficiency but also
allows for continuous learning and improvement of fraud detection systems, ensuring better security for both
merchants and consumers.
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In Section 2, Literature Review Explores existing methods and their limitations. Section 3 Identifies
challenges Machine Learning Techniques and E-Commerce Financial Transactions for secure content verification.
Section 4 the Proposed Methodology presents, Hybrid Gradient Boosting + Autoencoders Based Fraud Detection
& Classification. Section 5, Result and Discussions. While Section 6, Conclusion and Future Works.

2. Literature Review

Yu Xiaofeng et al. proposed [11] E-commerce financial products, like those on Alibaba, use machine
learning for credit evaluation and fraud detection. However, challenges such as scalability, data privacy, and
algorithmic bias can limit their effectiveness. Yu & Ni [12] suggested Cloud-based e-commerce frameworks
analyze SMEs' adoption of cloud computing, using service-oriented architectures and big data analytics.
Challenges include high costs, data security, and the need for ongoing innovation.

Rogers & CIliff [13] utilized WZH model uses a broker to optimize cloud resources, employing agent-
based simulation and options contracts to reduce costs and increase profits. Challenges include demand prediction
accuracy and modeling real-world data. Kiruthika et al. [14] proposed quality measurement model uses an e-KMS
to track defects and map them to quality factors. Techniques like defect tracking and quality metrics mapping are
applied, but challenges include maintaining an updated e-KMS and accurately mapping defects to quality factors.

Wang & Tang [15] explored the use of cloud computing in e-commerce, proposing a model for integrating
cloud services and scalable infrastructure. Limitations include integration challenges and potential security issues
in cloud environments. Xiaoyan Yang et al. [16] proposed mobile e-commerce faces challenges like limited
bandwidth, high mobile configurations, and simple user interfaces. The "3G Mobile E-commerce Platform Based
on Cloud Computing" improves data processing speed, security, and bandwidth. Techniques like PKI-based cloud
computing enhance security, but limitations include reliance on 3G networks and device capabilities.

3. Problem Statement

The problem in e-commerce, particularly in financial products and cloud platforms, lies in the challenges
of scalability, data security, and integration with existing systems [17]. These limitations hinder the effective use
of machine learning, cloud services, and data analytics, impacting the performance and security of e-commerce
platforms [18].

Moreover, mobile e-commerce faces issues like limited bandwidth, simple user interfaces, and high
device configurations, which reduce the user experience [19]. While cloud computing and 3G platforms offer
solutions, there are still challenges related to network reliability and mobile device capabilities [20].

4. Hybrid Fraud Detection and Classification Framework Using Gradient Boosting and Autoencoders for
E-Commerce Transactions

The proposed fraud detection system integrates machine learning techniques and cloud infrastructure to
effectively detect fraudulent activities in e-commerce transactions. Data collection begins with gathering raw
information such as transaction logs and user behavior patterns. The data is then preprocessed using Min-Max
Normalization, which standardizes features into a fixed range to improve model performance and ensure
uniformity. Cloud infrastructure, specifically AWS services, is employed to store large datasets securely using
AWS S3 and to enable scalable, serverless data processing through AWS Lambda. The system uses a hybrid
approach, combining Gradient Boosting, such as XGBoost, for supervised classification of labeled fraud patterns,
and Autoencoders, which detect anomalies in unlabeled data using unsupervised learning is shown in Figure (1),
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Figure 1: Enhanced Fraud Detection in E-Commerce Using a Hybrid Model of Gradient Boosting and
Autoencoders

This dual approach enhances detection accuracy, addressing both known and new fraud tactics. The
model's performance is evaluated using metrics like precision, recall, F1-score, and AUC-ROC, ensuring a balance
between detecting fraud and minimizing false positives. The system's scalability, achieved through AWS, hybrid
modeling for greater robustness, and efficient preprocessing, particularly in handling imbalanced fraud datasets,
collectively contribute to an effective and adaptable fraud detection solution. This architecture not only improves
fraud detection accuracy but also ensures scalability and flexibility to meet the high demands of real-time e-
commerce environments.

4.1 Data Collection

The Online Payments Fraud Detection Dataset contains financial transaction details for fraud detection
modeling. It includes transaction type, amount, sender and recipient balances, and fraud labels. The "isFraud"
column indicates fraudulent transactions, making the dataset useful for training machine learning models to
identify suspicious transaction patterns. The dataset tracks the change in balances before and after each
transaction, providing insight into potential fraudulent activities. It is designed to support the development of
automated fraud detection systems in real-time payment processing. The features allow for pattern recognition
and anomaly detection in large-scale e-commerce platforms.

Dataset Link: https://www.kaggle.com/datasets/rupakroy/online-payments-fraud-detection-dataset

4.2 Data Preprocessing using Min-Max Normalization

Min-Max Normalization is a widely used technique in data preprocessing, especially when the features
have different units and varying scales. This method scales the data into a specified range, typically [0, 1], making
it easier for machine learning algorithms to interpret the data. It's particularly important when working with
algorithms that rely on distance metrics, such as k-NN, SVM, and neural networks, where unnormalized data can
lead to skewed results. The formula for Min-Max normalization is mentioned as Eq. (1),

X—Xmin
X = —nan 1
norm Xmax~Xmin ( )

Where, x is the original feature value, Xmi is the minimum value of the feature, and Xmax is the maximum
value of the feature. This technique ensures that features such as transaction amount or balance changes, which
can have differing scales, are scaled to a uniform range, preserving the relative distribution of data without
distortion. It helps to prevent biases in models that may otherwise arise from features with larger numerical ranges.

4.3 Cloud - Based Storage & processing using AWS Lambda and AWS S3

The Serverless Data Processing with AWS Lambda and AWS S3 technique involves storing e-commerce
transaction data in Amazon S3, which serves as a scalable data lake. When new transaction data is uploaded to
S3, it triggers an AWS Lambda function, enabling real-time, event-driven data processing. Lambda executes fraud
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detection logic, such as flagging transactions with unusually high amounts using statistical methods like the Z-
score to identify anomalies. The Z-score formula is given by Eq. (2),
=X
=5 @
Where, X = transaction amount, | = average transaction amount for a customer, ¢ = standard deviation
of the customer's transaction history. A transaction is flagged as fraudulent if the Z-score exceeds a certain
threshold (e.g., 3 or 5) is identified in Eq. (3),

Flagged as Fraud if |Z| > 3 3)

If the transaction is flagged as fraudulent, AWS Lambda might initiate an alert or invoke additional
processing steps like notifying a fraud detection team. If the Z-score exceeds a threshold (e.g., 3), the transaction
is flagged as fraudulent. AWS Lambda processes the data, and the results can be sent to other AWS services like
AWS Glue for ETL (Extract, Transform, Load) processing or Amazon Athena for querying. Lambda pricing is
based on execution duration and memory usage, calculated as Eq. (4),

Cost of Lambda execution = ( Duration (ms) X Memory used (GB)) X Price per ms @)

This model allows for scalable, cost-efficient, and fraud detection without managing servers, while
maintaining flexibility in processing high volumes of data during peak times. When a new transaction or payment
record is uploaded to S3, it triggers a Lambda function to process the data immediately, without the need for
polling or manual intervention. This enables fast fraud detection or anomaly analysis as soon as data becomes
available.

4.4 Hybrid Gradient Boosting + Autoencoders Based Fraud Detection & Classification

The hybrid fraud detection technique combines Gradient Boosting (XGBoost) for structured data and
Autoencoders for anomaly detection in unstructured data. XGBoost uses decision trees to predict whether a
transaction is fraudulent or legitimate.

4.4.1 Gradient Boosting (XGBoost) Model

XGBoost utilizes decision trees, where the final prediction is an aggregation of all the individual trees’
outputs. Each tree fi(x) is trained to fit the residuals of the previous trees. The equation for the prediction from
XGBoost is indicated as Eq. (5),

y= Z{=1 fe(x) Q)

Where, y = predicted outcome (fraud or legitimate), fi(x) = t-th decision tree’s output, T = total number
of trees, x = feature vector (e.g., transaction data). XGBoost also uses a loss function to optimize the decision
trees, which can be written as Eq. (6),

L(y' 5}) = §V=1 (£(YU 5}1) + Q‘(ft)) (6)

Where, L(y, ) = total loss, £(y;, ;) = loss function for the i-th data point, Q(f;)= regularization term
that penalizes tree complexity (helps prevent overfitting), y; = true label for the i-th data point, y; = predicted label
for the iii-th data point

4.4.2 Autoencoder for Anomaly Detection

Autoencoders are trained to minimize the reconstruction error. The reconstruction error measures how
much the original input x differs from the reconstructed output X; is declared as Eq. (7),

L(x, %) = X (x; — %)? @)

Where, L(x,X) = reconstruction error (loss), x; = the i-th component of the original input x, £;= the i-th
component of the reconstructed input £;, D = the dimensionality of the data. If the reconstruction error is above a
certain threshold, the transaction is flagged as anomalous or fraudulent. A threshold-based decision is given by in

Eq. (8),

If L(x, %) > t, then the transaction is flagged as fraudulent ®)

75


http://www.ijmece.com/

ISSN 2321-2152

WWWw.ijmece.com
Vol 6, Issue 3, 2018

e

Where, 1 = threshold for the reconstruction error, usually set based on the expected error for legitimate
transactions.

4.4.3 Hybrid Model Integration

The hybrid model combines both approaches by first using XGBoost for classification and then
Autoencoders for anomaly detection. If the XGBoost model classifies a transaction as legitimate, but the
Autoencoder produces a high reconstruction error, then the transaction is flagged as suspicious. This can be
mathematically represented as Eq. (9),

Fraud if ¥xGBoost = 0 and L(x, %) >t
Legitimate  otherwise

I = { ©)

Where, Vg.. = final classification (fraud or legitimate), Yxgpoost = initial classification from XGBoost,
L(x, %) = reconstruction error from Autoencoder, T = threshold for the reconstruction error

4.4.4 Threshold-Based Flagging

To further improve the accuracy of the fraud detection system, the thresholds can be adjusted to fine-
tune the model's sensitivity. For example, setting different thresholds based on transaction amount, frequency, or

customer history can help balance false positives and false negatives. The final decision rule can be identified as
Eq. (10)

Fraud flagging decision = (y XGBoost X 1(L(x, %) > 1)) (10)

Where, 1(L(x,%) > 1) is an indicator function that returns 1 if the transaction is anomalous (i.e.,
reconstruction error is above threshold) and 0 otherwise.

5. Results and Discussion

This section presents the analysis of the relationship between batch size and inference time. The data
suggests that larger batch sizes reduce inference time, likely due to better parallel processing. However, missing
data and potential errors limit a definitive conclusion. Despite these gaps, the observed trends generally align with
expected efficiency improvements, though further analysis with complete data is needed for clarity.

5.1 Exploring the Relationship Between Batch Size and Inference Time Efficiency

The observed data demonstrates an inverse relationship between batch size and inference time, where
increasing the batch size results in a decrease in inference time. Specifically, as the batch size increases from 20
to 100, the inference time drops from 0.5 seconds to 0.1 seconds. This behavior suggests that larger batch sizes
allow for more efficient parallel processing, enabling the model to utilize computational resources (e.g., CPU/GPU
cores) more effectively is displayed in Figure (2),

Inference Time vs Batch Size
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Figure 2: Optimizing Inference Efficiency: The Impact of Batch Size on Processing Time

In typical deep learning models, increasing the batch size enables more data to be processed
simultaneously, leading to reduced overhead and better utilization of hardware capabilities, which contributes to
faster inference times. However, there's a mismatch in data points (5 inference times vs. 6 batch sizes), indicating
a potential error or missing entry in the dataset. This should be addressed for accurate analysis. Overall, the trend
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of reduced inference time with larger batch sizes reflects efficient resource utilization, though performance gains
typically plateau once hardware limits are reached.

5.2 Analyzing the Relationship Between Batch Size and Inference Time: Data Gaps and Implications

The data compares Inference Time (in arbitrary units) with Batch Size ranging from 0 to 100. However,
the absence of specific inference time values makes it unclear whether any trend exists between batch size and
processing time. Typically, larger batch sizes tend to reduce processing time per unit due to parallel processing,
where more data is handled simultaneously, leading to better utilization of computational resources like GPUs and
CPUs is shown in Figure (3),

Interference Time vs. Batch Size
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Figure 3: Exploring Batch Size and Inference Time: Data Gaps and Interpretational Limitations

Without the exact inference time data, it's difficult to determine if the expected trend holds true.
Additionally, the term "interference" seems to be a typo, and it likely refers to "inference" the actual prediction
process in machine learning models. The lack of paired data points limits any conclusive analysis of how batch
size affects model efficiency, making it essential to have complete data to accurately assess the relationship.

6. Conclusion and Future Works

This paper presents a cloud-based machine learning approach to improving fraud detection in e-
commerce financial transactions. The proposed hybrid model combining XGBoost for structured data
classification and Autoencoders for anomaly detection enhances the ability to detect fraudulent activities with
greater accuracy, reducing false positives. By leveraging cloud computing, the system benefits from scalable
infrastructure and real-time data processing, addressing the challenges faced by traditional fraud detection
methods. The use of AWS Lambda and S3 for data storage and processing ensures a cost-efficient and flexible
solution capable of handling high transaction volumes. Despite promising results, there remain challenges such
as the reliance on past performance data for fraud prediction and the need for continuous adaptation to emerging
fraud techniques.

Future work in this area can focus on several key areas for improvement. First, enhancing the model’s
ability to handle unstructured data, such as text from transaction comments or reviews, could improve detection
accuracy. Second, exploring advanced machine learning techniques like deep learning models and reinforcement
learning could further refine fraud detection systems. Additionally, the integration of real-time feedback loops for
continuous model updates, as well as considering the use of multi-cloud platforms for better redundancy and
resource allocation, could increase the robustness of the system. Finally, addressing data privacy concerns through
secure federated learning approaches can help mitigate potential security risks associated with cloud-based fraud
detection solutions.
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