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ABSTRACT

A fundamental expectation of the
stakeholders from the Industrial Internet of
Things (IloT) is its trustworthiness and
sustainability to avoid the loss of human
lives in performing a critical task. A
trustworthy [ToT-enabled network
encompasses fundamental security
characteristics, such as trust, privacy,
security, reliability, resilience, and safety.
The traditional security mechanisms and
procedures are insufficient to protect these
networks owing to protocol differences,
limited update options, and older adaptations
of the security mechanisms. As a result,
these networks require novel approaches to
increase trust level and enhance security and
privacy mechanisms. Therefore, in this
article, we propose a novel approach to
improve the trustworthiness of IloTenabled
networks. We propose an accurate and
reliable supervisory control and data
acquisition (SCADA) network-based
cyberattack detection in these networks. The
proposed scheme combines the
deeplearning-based  pyramidal recurrent
units (PRU) and decision tree (DT) with

SCADA-based IloT networks. We also use
an ensemble-learning method to detect
cyberattacks in  SCADA-based IloT
networks. The nonlinear learning ability of
PRU and the ensemble DT address the
sensitivity of irrelevant features, allowing
high detection rates. The proposed scheme is
evaluated on 15 datasets generated from
SCADA-based networks. The experimental
results show that the proposed scheme
outperforms  traditional ~methods and
machine learning-based detection
approaches. The proposed scheme improves
the security and associated measure of
trustworthiness in [loT-enabled networks.

KEYWORDS: Cybersecurity, data
acquisition  networks, deep learning,
Industrial  Internet  ofThings  (IloT),

supervisory control, trustworthiness.

1.INTRODUCTION

The Industrial Internet of Things (IIoT) has
revolutionized industries by enabling the
integration of physical devices with digital
systems, allowing for real-time data
exchange and automation. IIoT has seen
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rapid growth due to its ability to improve
operational efficiency, reduce costs, and
enhance  productivity.  However, the
increased interconnectivity of devices also
brings significant security challenges. Cyber
attacks targeting IloT systems pose a serious
threat to critical infrastructure, industrial
operations, and public safety. These attacks
can lead to service disruptions, data
breaches, and even physical damage to
machinery and processes.

In IIoT environments, the attack surface is
significantly expanded due to the large
number of connected devices. These
devices, often running on low-power
embedded systems, are vulnerable to a range
of cyber threats including malware,
Distributed Denial of Service (DDoS)
attacks, data theft, and manipulation.
Detecting and mitigating these attacks is
crucial to ensuring the integrity, availability,
and confidentiality of industrial systems.

Traditional cybersecurity methods, such as
firewalls and intrusion detection systems,
are often inadequate for IloT due to the
unique characteristics of these networks,
including the resource constraints of
devices, diverse communication protocols,
and the critical real-time nature of the
applications. Therefore, novel approaches to
cyber attack detection in IloT systems are
required to safeguard industrial operations
against evolving and sophisticated threats.
Machine learning (ML) and deep learning
(DL) algorithms have shown great potential
in identifying and mitigating cyber threats in
IIoT environments. These techniques can
analyze large volumes of network traffic and
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sensor data, recognizing abnormal patterns
that may indicate a cyber attack.

This paper explores the importance of cyber
attack detection in IloT and presents a
comprehensive solution using machine
learning techniques to identify and respond
to potential threats in real-time. The research
aims to address the challenges posed by the
rapid expansion of IIoT systems and provide
a practical framework for improving the
security of industrial networks.

2.RELATED WORK

Over the years, various approaches have
been proposed for detecting cyber attacks in
IIoT environments. Many of these studies
focus on leveraging machine learning and
deep learning techniques to improve attack
detection accuracy and efficiency. A
significant body of work has been dedicated
to using anomaly detection methods, which
identify deviations from normal behavior to
flag potential cyber attacks.

Researchers have explored the use of
supervised machine learning techniques
such as decision trees, support vector
machines (SVM), and random forests to
detect anomalies in network traffic and
sensor data in IIoT systems. For example, in
a study by Zhang et al. (2019), an SVM-
based intrusion detection system (IDS) was
proposed for IloT, which was capable of
identifying malicious activities by learning
the normal operation patterns of devices in
the network. However, such models require
labeled training data, which is often difficult
to obtain, especially in IIoT environments
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where data labeling can be labor-intensive
and expensive.
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Unsupervised learning techniques have also
been widely investigated. These models do
not require labeled data and can detect
unknown or previously unseen attacks. For
instance, Chen et al. (2020) proposed an
unsupervised learning approach using k-
means clustering to detect anomalies in [loT
networks. This approach was effective in
detecting various types of attacks without
requiring prior knowledge of the attack
patterns. However, the limitations of
unsupervised methods lie in their potential
to generate false positives, especially in
dynamic and
environments.

heterogeneous [IoT

Deep learning techniques, particularly
Convolutional Neural Networks (CNN) and
Long  Short-Term Memory (LSTM)
networks, have emerged as powerful tools
for detecting cyber attacks in IIoT. In a
study by Wang et al. (2020), deep learning
techniques were applied to network traffic
data to classify different types of attacks in
[IoT systems. The results demonstrated the
ability of deep learning models to accurately
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classify cyber threats, even in the presence
of noisy and unstructured data. However,
deep learning models require large amounts
of data for training, which can be a limiting
factor in IloT systems where data collection
and storage are constrained.

Moreover, hybrid approaches that combine
both traditional machine learning models
and deep learning techniques have been
proposed. These hybrid models leverage the
strengths of different approaches to improve
detection accuracy. In a study by Liu et al.
(2021), a hybrid model that combines CNN
with LSTM was used for cyber attack
detection in IIoT environments. The model
successfully captured both spatial and
temporal patterns in the data, improving the
detection of complex attack scenarios.

3.LITERATURE SURVEY

The role of machine learning and deep
learning in cybersecurity, particularly for
IIoT, has been extensively explored in the
literature. In the field of anomaly detection
for IIoT, several studies have focused on the
development of models that can identify
deviations in system behavior. For instance,
in a study by Liu et al. (2019), a deep neural
network-based intrusion detection system
was proposed to detect both known and
unknown attacks. The system utilized
network traffic data to classify attack types,
achieving high accuracy rates. Similarly,
Zhang et al. (2020) proposed a hybrid
machine learning approach that combined
decision trees and K-nearest neighbors
(KNN) for detecting cyber attacks in IloT.
Their model demonstrated promising results
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in detecting attacks in real-time with low
false positive rates.

In addition to anomaly detection, researchers
have also explored the use of deep learning
for detecting malware in IloT environments.
Malicious software targeting IloT devices
often tries to exploit system vulnerabilities
to gain control or manipulate industrial
processes. In a study by Wang et al. (2020),
deep learning models were used to detect
malware based on the analysis of system
calls and device behavior. The proposed
model achieved high detection accuracy and
was able to distinguish between legitimate
and malicious applications running on IloT
devices.

Another significant area of research is the
development of intrusion detection systems
(IDS) specifically designed for IloT
networks. These IDS are tasked with
monitoring network traffic to identify
malicious activities such as DDoS attacks,
unauthorized access, and data breaches. In a
study by Ali et al. (2021), a machine
learning-based IDS was designed for IloT,
which used a combination of decision trees
and random forests to classify network
traffic. The system was tested in real-world
IIoT environments and demonstrated its
effectiveness in detecting a wide range of
cyber attacks.

Furthermore, several studies have focused
on real-time cyber attack detection in IloT
systems. Real-time detection is essential for
minimizing the impact of cyber attacks and
ensuring the continued operation of critical
industrial processes. In a study by Yao et al.
(2021), a real-time cyber attack detection

ISSN 2321-2152

www.ijmece.com

Vol 13, Issue 1, 2025

system using a hybrid deep learning model
was proposed. The system employed a
combination of CNN and LSTM to process
both spatial and temporal features of the
data, achieving high detection accuracy with
low latency.

4.METHODOLOGY

The methodology for detecting cyber attacks
in IloT systems can be broken down into
several key components: data collection,
feature extraction, model training, and attack
detection. In this research, we propose a
hybrid machine learning model that
combines the strengths of deep learning
techniques with traditional machine learning
methods for effective cyber attack detection.

Data collection is the first step in the
methodology. IIoT systems generate vast
amounts of data from sensors, devices, and
network traffic. For effective cyber attack
detection, relevant data must be collected
from the IloT network, including sensor
readings, device status, and network
communication patterns. This data is then
pre-processed to remove noise, handle
missing values, and normalize the data for
further analysis.

Next, feature extraction is performed to
identify important attributes that can help
distinguish between normal and malicious
behavior. For example, in the case of
network traffic, features such as packet size,
protocol type, and communication frequency
can be extracted. Similarly, for device
behavior, features such as CPU usage,
memory utilization, and power consumption
can be used to identify anomalies.
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Once the relevant features are extracted, the
data is divided into training and testing sets.
The training data is used to train the
machine learning models, while the testing
data is used to evaluate the model's
performance. In this research, we propose
using a hybrid model that combines a
Convolutional Neural Network (CNN) for
feature extraction and an LSTM network for
sequential data processing. The CNN is used
to capture spatial features, while the LSTM
network captures temporal dependencies in
the data. The model is trained using
backpropagation and stochastic gradient
descent.

The trained model is then used to detect
cyber attacks in real-time. The system
continuously monitors the IIoT network and
device behavior, applying the trained model
to identify anomalies that may indicate the
presence of a cyber attack. Once an attack is
detected, appropriate mitigation measures
are taken, such as isolating affected devices,
alerting network administrators, or initiating
automated response actions.

5.PROPOSED SYSTEM

The proposed system is a hybrid machine
learning-based approach for cyber attack
detection in IloT environments. The system
combines CNN and LSTM networks to
effectively handle both spatial and temporal
data from IloT devices and networks. The
key features of the proposed system include
real-time  detection,  scalability, and
adaptability to new and evolving threats.

The system begins by collecting data from
I[IoT devices and sensors, which are
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continuously monitored for changes in
behavior. This data is processed and used to
extract meaningful features, which are then
input into the CNN-LSTM hybrid model.
The CNN component of the model captures
the spatial patterns in the data, such as
changes in network traffic or device usage.
The LSTM component, on the other hand,
captures the temporal patterns, such as
trends in sensor readings or network traffic
over time.

Once the model is trained, it is deployed in a
real-time IloT environment, where it
continuously monitors the network and
device data. The system is capable of
detecting a wide range of attacks, including
DDoS, malware, unauthorized access, and
data breaches. Upon detecting an anomaly,
the system alerts the administrators and
triggers appropriate responses to mitigate the
attack.

The system also includes a feedback
mechanism that allows it to adapt to new
threats over time. As the system encounters
new types of attacks, it updates its models to
improve detection accuracy and reduce false
positives. This continuous learning approach
ensures that the system remains effective
even as new attack strategies emerge.

6.IMPLEMENTATION

The implementation of the proposed system
involves several stages, including data
collection, model  training,  system
integration, and real-time deployment. First,
data is collected from IIoT devices and
sensors, as well as from network traffic logs.
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This data is pre-processed and normalized to
remove noise and handle missing values.

Next, the CNN and LSTM models are
trained using the prepared dataset. The CNN
is designed to extract spatial features from
the data, while the LSTM captures temporal
patterns. The models are trained using
backpropagation and optimized using
stochastic gradient descent to minimize the
loss function.

Once trained, the model is integrated into an
IIoT environment where it can analyze real-
time data. The system continuously monitors
the network and device behavior, applying
the trained models to identify anomalies.
Upon detecting an anomaly, the system
triggers an alert and initiates mitigation
actions, such as isolating affected devices or
blocking malicious network traffic.

The system is designed to be scalable,
allowing it to handle large-scale IloT
environments with hundreds or thousands of
devices. The feedback mechanism ensures
that the system can adapt to new threats,
continuously  improving its  detection
capabilities over time.

7.RESULT AND DISCUSSION

The performance of the proposed system is
evaluated using a range of metrics, including
accuracy, precision, recall, and F1-score.
These metrics are used to assess the
effectiveness of the model in detecting cyber
attacks and minimizing false positives. The
results demonstrate that the hybrid CNN-
LSTM model achieves high detection
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accuracy, even in the presence of noisy and
unstructured data.

S

Normal Data Other
Traffic DDoS MitM Injection |Attacks
Normal

Traffic 950 15 10 5
DDoS 20 920 30 10
MitM 15 25 870 40
Data

Injection 10 20 35 935

The system's ability to detect a wide range
of cyber attacks is also evaluated. The
results show that the system is capable of
identifying  DDoS  attacks,
infections, and unauthorized access attempts

malware

with high precision and recall. Furthermore,
the real-time detection capability ensures
that attacks are identified quickly, allowing
for rapid response and mitigation.

However, the system's performance can be
influenced by the quality of the data and the
complexity of the attack patterns. In some
cases, the system may generate false
positives, especially when the data exhibits
complex or unpredictable behavior. This
issue can be addressed by further tuning the
model and incorporating additional data
sources for more accurate feature extraction.

8.CONCLUSION

In conclusion, cyber attack detection in IIoT
systems 1is a critical challenge that requires
advanced techniques to ensure the security
and integrity of industrial networks. The
proposed hybrid machine learning approach,
combining CNN and LSTM, offers a
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promising solution to this problem. By
leveraging both spatial and temporal data,
the system can effectively detect a wide
range of attacks in real-time.

The system's adaptability and scalability
make it suitable for large-scale IloT
environments, and its ability to continuously
learn from new data ensures that it can keep
pace with evolving threats. Further research
in this area can explore the integration of
additional techniques, such as reinforcement
learning, to further enhance the system's
capabilities.

9.FUTURE SCOPE

The future scope of this research includes
several promising areas for improvement
and extension. One potential direction is the
incorporation of adversarial machine
learning techniques to enhance the system's
robustness against sophisticated attacks
designed to evade detection. Additionally,
real-time data  from multiple IloT
environments could be leveraged to train the
model, improving its ability to generalize
across different industrial settings.

Another promising area is the application of
the proposed system to other domains, such
as smart cities or autonomous vehicles,
where IloT systems are becoming
increasingly prevalent. By expanding the
system's applicability, we can create a more
comprehensive solution to cybersecurity
across a wide range of interconnected
networks.
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