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ABSTRACT :

The Electronic Health Record (EHR) system serves as a pivotal tool for collecting and
sharing patients' digital health information among healthcare providers through cloud-
based infrastructure. Given the substantial and sensitive nature of patient data within
the EHR, ensuring both response correctness and storage integrity is imperative. The
integration of Internet of Things (10T) devices into the ecosystem has introduced low-
performance terminals for transmitting patient data to the server, adding
computational and communication burdens to the EHR systems. To address these
challenges, a verifiable database (VDB) model has been proposed, enabling users to
outsource large databases to a cloud server and query specific data when needed,
particularly catering to resource-constrained users. While existing VDB schemes
leverage proof reuse and updating techniques to verify query result correctness, they
often overlook the "real-time" aspect of proof generation. This oversight results in an
additional overhead, compelling users to perform supplementary processes, such as
auditing schemes, to validate storage integrity. This article introduces a novel
approach by presenting a publicly verifiable shared updatable EHR database scheme.
The proposed scheme not only supports privacy-preserving measures but also
facilitates batch integrity checking, minimizing user communication costs. The
modification of the existing functional commitment (FC) scheme for VDB design is a
key contribution, constructing a concrete FC under the computational I-BDHE
assumption. Furthermore, the incorporation of an efficient verifier-local revocation
group signature scheme enhances the scheme's capabilities, supporting dynamic group
member operations while offering desirable features like traceability and non-
frameability. This comprehensive scheme addresses the intricacies of EHR systems,
ensuring robust privacy, integrity, and efficiency in a cloud-based healthcare
infrastructure.

I. INTRODUCTION

In the realm of healthcare, Electronic
Health Record (EHR) systems play a
crucial role in digitalizing and sharing
patients' health information among
various healthcare providers,
leveraging cloud-based infrastructure
for seamless collaboration. The
sensitivity and significance of patient

data mandate the need for robust
mechanisms ensuring both response
correctness and storage integrity within
EHR systems. With the proliferation of
the Internet of Things (loT), the
integration of low-performance
terminals for data transmission to
servers introduces computational and
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communication challenges for EHR
systems. This project addresses these
complexities by proposing a Publicly
Verifiable Shared Dynamic Electronic
Health Record Databases scheme,
aimed at providing efficient, secure,
and privacy-preserving storage
solutions  for  resource-constrained
users.

IILLITERATURE REVIEW :

Publicly Verifiable Shared Dynamic
Electronic Health Record Databases
With Functional Commitment
Supporting Privacy-Preserving
Integrity  Auditing,Ye  Su; Jiameng
Sun; Jing Qin; Jiankun Hu Electronic
health record (EHR) is a system that
collects  patients' digital  health
information and shares it with other
healthcare providers in the cloud.
Since EHR contains a large amount of
significant and sensitive information
about patients, it is required that the
system ensures response correctness
and storage integrity. Meanwhile, with
the rise of 10T, more low-performance
terminals are deployed for receiving
and uploading patient data to the server,
which increases the computational and
communication burden of the EHR
systems. The verifiable database
(vVDB), where a user outsources his
large database to a cloud server and
makes queries once he needs certain
data, is proposed as an efficient
updatable cloud storage model for
resource-constrained users. To
improve efficiency, most existing VDB
schemes utilize proof reuse and proof
updating  technique  to prove
correctness of the query results.
However, it ignores the “real-time” of
proof generation, which results in an
overhead that the user has to perform
extra process (e.g., auditing schemes)
to check storage integrity. In this
article, we propose a publicly
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verifiable shared updatable EHR
database scheme that supports privacy-
preserving and  batch integrity
checking  with  minimum  user
communication cost. We modify the
existing functional commitment (FC)
scheme for the VDB design and
construct a concrete FC under the
computational | -BDHE assumption. In
addition, the wuse of an efficient
verifier-local revocation group
signature scheme makes our scheme
support dynamic group member
operations, and gives nice features,
such as traceability and non-
frameability.

HLEXISTING SYSTEM

Current EHR systems face challenges
in  ensuring real-time  response
correctness and storage integrity,
especially with the increasing use of
low-performance loT terminals. While
Verifiable Database (VDB) models
have been proposed to alleviate some
of these challenges, existing schemes
often neglect the real-time aspect of
proof generation. This oversight results
in additional overhead, requiring users
to perform supplementary processes,
such as auditing schemes, to validate
storage integrity. These limitations
underscore the need for an improved
and dynamic approach to EHR
database systems.

IV.PROPOSED SYSTEM

The proposed Publicly Verifiable
Shared Dynamic Electronic Health
Record Databases scheme addresses
the shortcomings of existing systems
by introducing a novel approach. This
scheme not only supports privacy-
preserving measures but also facilitates
batch integrity checking, thereby
minimizing user communication costs.
Key modifications include the
adaptation ~ of  the  Functional
Commitment (FC) scheme for VDB
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design, constructing a concrete FC
under the computational I|-BDHE
assumption. Additionally, the scheme
incorporates an efficient verifier-local
revocation group signature scheme to
support dynamic group member
operations, providing desirable
features like traceability and non-
frameability. This innovative approach
aims to enhance the efficiency and
security of EHR databases, particularly
catering to the challenges posed by
resource constraints and the dynamic
nature of healthcare data.

V. MODULES

Data Collection and Integration:

> Module for collecting patient
health records from various
sources and integrating them into a
unified database.

> Implement data collection
mechanisms that adhere to privacy
regulations and standards.

Data Preprocessing:

» Module for cleaning and preparing
the collected data for storage and
analysis.

» Techniques may include data
anonymization, de-identification,
and handling missing values.

Real-Time Data Processing:

» Module to handle real-time
updates and queries efficiently.

> Implement streaming data
processing techniques or in-
memory databases for
instantaneous data analytics.

User Interface (Ul):

» Module for designing an intuitive
and user-friendly interface for
healthcare  professionals  and
administrators.

» Focus on accessibility, ease of
navigation, and visualization of
relevant health data.

Admin  login  requires  secure
credentials, including a username and
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password, with potential for two-factor
authentication.

Admins utilize role-based access
control for managing user accounts,
overseeing system analytics, and
ensuring security measures.

User login involves secure username
and password credentials, leading to a
patient portal for accessing health
records. Privacy measures, notification
features, and account management
functionalities enhance the user
experience  while  adhering to
healthcare regulations.
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Continuous monitoring and user
support contribute to a secure and user-
friendly Electronic Health Record
system.

VI.CONCLUSION

In conclusion, the Publicly Verifiable
Shared Dynamic Electronic Health
Record Databases project presents a
comprehensive solution to the evolving
challenges in EHR systems. By
addressing the real-time aspects of
proof generation, ensuring privacy
preservation, and minimizing user
communication costs, the proposed
scheme offers an advanced and
efficient approach to managing
healthcare data. The integration of
dynamic group member operations,
traceability, and non-frameability
further  enhances the  scheme's
capabilities, making it a promising
advancement in the realm of EHR
database systems. This project holds
the potential to significantly contribute
to the efficiency, security, and
adaptability of electronic health record
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management in
healthcare settings.
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