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ABSTRACT: Watermarking is one of the most vital digital information hiding technique, which 

can be used with cryptography mechanism for providing more security to digital data. In image 

watermarking mechanism mostly LSB substitution is used on the cover image for hiding the 

secret watermark. In this paper, a novel technique based on the matching of bit pairs and 

symmetric key cryptography is proposed. Pixel bits of original image and encrypted watermark 

image are arranged in pairs. The pixel bits are represented in pairs following the proposed 

algorithm, then the encrypted watermark pixel bit pairs are compared with all bit pairs of 

original image and accordingly the replacement of bit pairs takes place with the respective 

matched pair assigned number binary equivalent. If no match is found then go for replacing the 

0th pair with watermark bits and replace the two LSB with the value of pair number 0. The 

proposed mechanism shows good quality of watermarked image along with good PSNR values 

with a good payload. By comparing the results with some existing algorithms, the proposed 

scheme shows the valuable results. 

I. INTRODUCTION 

For copyright protection of multimedia 

information, a variety of digital 

watermarking techniques have been 

developed, which are used to protect the 

multimedia information from being abused. 

There are two categories of techniques of 

embedding the watermark for copyright 

shield in any multimedia information, be it 

the image, audio or video.  
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The spatial domain technique follows any 

particular algorithm for embedding of the 

watermark by directly adding it to the data, 

and the frequency domain method is to 

embed it in any of the transform domain. 

The spatial domain of watermarking is faster 

but fails in robustness while the frequency 

domain watermarking is robust but still 

consumes more resources in terms of power 

consumption and slower speed of computing 

(Acken, 1998, Low et al., 1998, Macq and 

Pitas, 1998, Swanson et al., 1998). It is 

better to go for the higher cost of computing 

to get the benefits of robustness of the 

watermark when maliciously attacked by the 

mechanisms of noise, filtering or 

compression. For the realization of the 

watermarking mechanisms, the major areas 

of focus are imperceptibility, robustness, 

capacity, security, and trustworthiness. The 

perceptual transparency of the hidden data 

or information is the imperceptibility. 

Survival of the watermark information 

against intentional or unintentional attacks 

without significant degradation of the 

quality of the original image is the 

robustness. The payload for the new signal 

is defined as the capacity and the 

undetectability of the watermark information 

on the corresponding media, which is 

defined as the security and all these turned 

to be very important considerations in case 

of invisible watermarking (Liu and Tan, 

2002, Zhu et al., 2006, Gutab and Ghouti, 

2007). A well-known survey of 

watermarking techniques can be found from 

(Kutter and Hartung, 1999, Mohanty, 1999, 

Altaibi et al., 2015). There is a trade-off 

between these parameters as an increase in 

robustness may appear at the expense of 

enhanced watermark signals visibility as 

well as reduced bandwidth. But, the 

perceptual distortion of the image, due to 

watermark embedding is not related directly 

to the magnitude of the watermark signal. It 

can be observed that the watermark signal of 

same strength is causing less visual 

distortion in busy areas of the image than the 

flat background. In the papers (Podilchuk 

and Wenjua, 1998, Hannigan et al., 2001) on 

watermarking, there is less effort to evaluate 

images in order to consider the upper limit 

of the power of the 2 watermark signal 

without considerable visual distortion. These 

spatial domain methods neglect the 

significance of payload capacity and mostly 

focused on the imperceptibility factors. In 

Khan and Gutub (2007) the authors 
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proposed an image based message 

concealment mechanism by use of 

punctuation marks to encode a secret 

message and by using modified scytale 

cipher provides the better result as far as the 

security is concerned. In Al-Otaibi (2014) 

the author proposed a data hiding technique 

with two layers of the security system by 

including AES cryptography followed by 

image-based steganography to ensure high 

security. Methods of LSB matching is 

proposed in Sharp (2001), which also 

called ± embedding mechanism (Li et al., 

2011). In this method, the cover image pixel 

value is increased or decreased randomly by 

one when the secret bit is not equal to the 

LSB of the pixel belonging to the cover 

image (Huang et al., 2014). The LSB-M 

modifies both the histogram of an image and 

the correlation between the adjacent pixels, 

which helps the steganalysis methods to 

attack this method (Xia et al., 2016). In 

Sabeti et al. (2013) the authors proposed 

complexity based LSB matching scheme, 

where the LSB matching is used in order to 

enhance the security against possible 

attacks. This mechanism uses a local 

neighborhood analysis to determine the 

secure locations of an image and then LSB 

matching used for the embedding process. In 

Parvez and Gutub (2011) the authors 

proposed one image steganography 

algorithm, which determines the number of 

secret message bits that each pixel of the 

cover image can store based on a partition 

scheme of color intensity range. This 

scheme provides high data hiding capacity 

and security for the host image. 

II. LITERATURE SURVEY 

In this segment, we offer a brief review 

related to LSB matching and other 

mechanisms of LSB. The work in Wu and 

Tsai (2003) proposed pixel value 

differencing mechanism in which a pixel 

value differencing is used to differentiate 

between edge areas in comparison to smooth 

areas. Consequently, the payload of the 

embedded data is higher in edge areas than 

that of areas of smooth. Recently the authors 

proposed certain mechanisms combining 

PVD and LSB replacement for better 

embedding efficiency (Chang and Tseng, 

2004). A number of methods were proposed 

by combining PVD and LSB replacement 

mechanisms (Mahjabin et al., 2012, Khodaei 

and Faez, 2012, Mandal and Das, 2012). In 

Gutub et al. (2009) the authors proposed a 

good algorithm on steganography by 

merging the idea of random pixel 
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manipulation methods and the stego key 

ones. This mechanism shows good outcomes 

of hiding capacity with relation to the RGB 

image pixels. In the paper (Sumathi et al., 

2014) a mechanism developed called LSB-

MR(Least Significant Bit Matching 

Revisited). In this method, the embedding 

process is carried on a cover pixel pair at a 

time to embed the secret bit pair. The 

corresponding stego pixel pair can be 

formed by keeping that cover pixel pair 

unaltered or by increasing or decreasing the 

value by one. A function is used here to 

evaluate the need for alteration to cover 

pixel values. Practically this mechanism 

reflected poor embedding rate. To generalize 

this mechanism a LSB-M(Matching) method 

was proposed in Li et al. (2009). To enhance 

the security of both LSB-M and GLSBM, a 

content adaptive mechanism proposed by 

the authors (Wang et al., 2010). In Sabeti et 

al. (2013) the authors proposed a LSB-M 

adaptive algorithm called complexity based 

LSB-M in which a complexity region is 

determined for embedding of data by using 

an 8-neighborhood of a pixel. The 

disadvantage of this mechanism was low 

embedding capacity. In the paper (Tsai et al., 

2016) the mechanism based on interpolation, 

LSB substitution, and histogram shifting. 

The interpolation process is used to adjust 

embedding capacity for low distortion of the 

image, the embedding is then applied using 

LSB substitution and shifting of histogram 

mechanism. In Akhtar (2015) the authors 

suggested an improved LSB substitution 

mechanism. In this process, secret data is 

hidden after compressing the smooth areas 

of the image losslessly resulting in lesser 

number of modified cover image pixels. 

Then a bit inversion mechanism is applied 

where certain LSBs of pixels are modified if 

they occur in a specific format. 4 In Jung 

and Yoo (2015) the authors suggested a 

mechanism of semi reversible data hiding 

based on interpolation and LSB substitution. 

Initially, interpolation is used to scale up and 

down the cover image before hiding the 

secret watermark to achieve high embedding 

capacity with very low distortion of the 

image quality. In Al-Otaibi and Gutub 

(2014) the authors proposed an image based 

steganography replacing the pixel, least 

significant bit with hidden text. The scheme 

experimentally explores the data 

dependency and its security issues with 

attractive results. In Abu-marie et al. (2010) 

the authors proposed a LSB replacement 

based technique using truth table based and 

determinate array on RGB indicator that 
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uses pixel manipulation, shows amazing 

results in data hiding capacity. In Gutub et 

al. (2009) the authors suggested an image 

based steganography technique called triple-

A, using LSB bits of image pixels with more 

randomization in the selection of a number 

of bits and using color channels. This 

mechanism adds more security to data 

hiding process. In Yang et al. (2008) the 

authors proposed the edge based LSB 

mechanism with high embedding capacity, 

but the security issue was very poor. In the 

paper (Hempstalk, 2006) the authors 

suggested a mechanism to hide the 

information bits in the less focused areas 

such as corners of the original cover image. 

But, the disadvantage of this mechanism is 

that the payload capacity is very low. In Luo 

et al. (2010) the author proposed a 

mechanism which uses a pseudo-random 

number generator with LSB matching to 

select the location for data hiding into the 

original cover image. This mechanism 

exploits sharper regions into the host image 

to hide more data bits as compared to 

smoother areas. In the paper (Wang et al., 

2008) the authors used the PVD and LSB 

mechanisms to hide fewer data bits in the 

cover images. This mechanism uses the 

difference in the pixels and a modulus 

function to secure data bits by changing the 

remainder or value of modulus. In this 

paper, we proposed a cryptography-based bit 

pairs matching watermarking mechanism in 

the spatial domain and used the symmetric 

key cryptography (Menezes et al., 1996, 

Roy et al., 2011) to encrypt the watermark to 

protect the information from the intruder 

during transmission. The objective of the 

proposed mechanism is to improve the 

robustness of enhanced payload and security 

while maintaining the imperceptibility. 

III. PROPOSED SYSTEM 

In this segment, we offer a brief review 

related to LSB matching and other 

mechanisms of LSB. The work in Wu and 

Tsai (2003) proposed pixel value 

differencing mechanism in which a pixel 

value differencing is used to differentiate 

between edge areas in comparison to smooth 

areas.  

In this segment, we offer a brief review 

related to LSB matching and other 

mechanisms of LSB. The work in Wu and 

Tsai (2003) proposed pixel value 

differencing mechanism in which a pixel 

value differencing is used to differentiate 

between edge areas in comparison to smooth 

areas. 
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Advantages of proposed system :  

 High accuracy 

 High efficiency 

An architectural diagram is a visual 

representation that maps out the physical 

implementation for components of a 

software system. It shows the general 

structure of the software system and the 

associations, limitations, and boundaries 

between each element. A system architecture 

is the conceptual model that defines the 

structure, behavior, and more views of a 

system. An architecture description is a 

formal description and representation of a 

system, organized in a way that supports 

reasoning about the structures and behaviors 

of the system. 

 

 

A use case diagram in the Unified Modeling 

Language (UML) is a type of behavioral 

diagram defined by and created from a Use-

case analysis. Its purpose is to present a 

graphical overview of the functionality 

provided by a system in terms of actors, 

their goals (represented as use cases), and 

any dependencies between those use cases. 

The main purpose of a use case diagram is 

to show what system functions are 

performed for which actor. Roles of the 

actors in the system can be depicted. 
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In software engineering, a class diagram in the Unified Modeling Language (UML) is a type of 

static structure diagram that describes the structure of a system by showing the system's classes, 

their attributes, operations (or methods), and the relationships among the classes. It explains 

which class contains information. 

 

IV. RESULTS 

OUTPUT SCREENS 
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In above screen original image is loaded and now click on ‘Upload Watermark/Hide Image’ 

button to upload watermark image 

 

In above screen selecting and uploading ‘1.jpg’ as watermark image and then click on ‘Open’ 

button to load image and get below screen 
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In above screen both original and watermark images loaded and now click on ‘Run Watermark 

Encryption’ button to encrypt watermark image and get below output 

 

In above original image watermark image is hidden and now to extract hidden image back then 

click on ‘Decode Watermark Pairs’ button to get below output 
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In above screen encrypted watermarked image extracted from original image and now click on 

‘Run Watermark Decryption’ button to decrypt watermark image and get below output 

 

In above screen we successfully decrypted 

watermark image and similarly we can 

upload and see output for any other images. 

In above screen we can see PSNR, MSE and 

SSIM values. The lower then MSE and 

PSNR the better is the image and higher the 

SSIM the high quality is the image 

 

V. CONCLUSION 
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In this paper bit pairs similarity based LSB 

replacement water- marking mechanism is 

proposed. This mechanism is a new concept 

and which is different from all the previous 

mechanisms because its main focus is on bit 

pairs similarity. In this technique to make 

the watermark more secured, symmetric key 

cryptography is used and the data bits are 

arranged in pairs following the proposed 

scheme, which is different from all the 

existing techniques. The proposed technique 

is applied to 15 different grayscale test 

images. The proposed scheme is more 

secure, robust and higher payload based on 

good factors of imperceptibility proved from 

the results of the experiments. 
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